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1. TONG QUAN NGHIEN clU

1.1. Van dé phét hién 16 héng hién nay

ON NATURAL LANGUAGE PROCESSING TECHNOLOGY
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Dén Toa soan ngay 22/02/2024, chap nhan dang ngay 30/5/2024

Dam béo chét lwgng phdn mém la wu tién cao nhat trong toan bd qua trinh phat trién phan
mém. Bai bao dé xuat mot phwong phap két hop dwa trén 3 ky thuat xd ly chinh: Word2vec
két hop LSTM; Word2vec két hop Bidirectional LSTM; Phat hién 16 héng phan mém st dung
BERT. Trong d6 Word2vec két hop LSTM, BiLSTM thuc hién viéc chuyén ma da duwoc xa ly
thanh cac vecto nhing. Cac vecto nhing dwoc dwa vao mang LSTM va BiLSTM véi sb
lwong cac nut &n khac nhau dé tién hanh hoc va phan loai 16 héng. M6 hinh BERT biéu dién
tir theo co' ché hai chiéu s dung k§ thuat Transformer, cac attention mechanism dung dé
hiéu ngl canh tlr ca hai phia cla cac tir trong cau. Két qua phan loai dwa qua ham softmax
dé tra vé mot vecto chira dw doan xac suét tirng loai 16 hdng. D& minh hoa sy vwot tréi cla
phwong phap, tién hanh thuc nghiém trén bd di¥ liéu SARD. Két qua thuc nghiém cho dé
chinh xac 1&n dén 82,63% twong trng ty 1é bé sét chi con 17,37% cho thay hiéu qua tét.

L& héng ma ngudn, phat hién 16 hdng ma ngudn, phan loai.

The crucial work in process of software development is ensuring quality of software. This
paper proposes a solution based on three main integration technologies for detecting
software vulnerability: Word2vec combining to LSTM; Word2vec combining to Bidirectional
LSTM and BERT. In two first combining technologies, source code is converted into
embedded vectors before feeding into LSTM and BiLSTM networks with different numbers
of hidden nodes to learn and classify vulnerabilities. The BERT model represents words
bidirectionally using the Transformer mechanism which its attention mechanisms are used
to interpret the context of words from both sides of a sentence. Several experiments are
implemented with SARD dataset to prove the advantages of proposed solutions. The
experimental results demonstrated its effectiveness with an accuracy of up to 82.63% as
well as an error rate of only 17.37%.

Source code vulnerability, source code vulnerability detection, classification

thac céc 16 hong nay. Diéu nay thé hién trong
bao cdo [1] cho thdy muc d6 thiét hai va su
gia ting dot bién vé& sb lwong 16 héng phan

Ngay nay, ty 1¢ gia ting 16 hdng trén phan
mém may tinh 1 rat 16n, d& dang tré thanh
muc tiéu cho cac cudc tan cong ¢ y, trong khi
céc tin tac lai ¢6 vo s6 cac phuong phap khai

mém ngay cang nghiém trong. Khi hé thong
dang ton tai 16 hong, néu ngudi quan ly khdng
phat hién ra va cai dat ban va trude khi tin tac
biét cach khai théc, ching c6 thé bi sir dung
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dé thyc hién cac hanh vi nguy hiém nhu danh
cap céc dir liéu quan trong, gay tir chdi dich
vu,... va nguy hiém nhit 1a nim quyén kiém
soat hé thong va phat tan virus. D& phét hién
16 héng ma ngudn, nghién cau [2] chi ra co
nhiéu CVE duoc phat hién va cong bé. Bic
biét mirc d6 nghiém trong cua cac CVE la rat
|6n. Pong nghia vai viéc khi cac CVE nay bi
tan cong va khai thac s& dan dén hau qua rat
nguy hiém cho cac hé théng cua to chuc. Co
hai hinh thirc phét hién 156 hong phan mém d6
la:

= Phat hién 16 hong ma ngudn dua trén phan
tich thu cong: Pac diém cua phuong phép nay
la cac chuyén gia sé tw minh phan tich ma
nguodn, sau dé dya trén cac kinh nghiém, tap
luat hodc dau hiéu dé xac dinh dau 1a mi
ngudn chira 16 hong va dau 1a ma nguén binh
thuong. Mot sé ky thuat thuong duoc ap dung
theo hudng tiép can nay la: dich nguogc, kiém
ther... Vi cach tiép can nay thi céc 16 hong sé
dugc phat hién chinh xéac va mang lai hiéu qua
cao. Tuy nhién nhugc diém cia phuong phap
nay 1a yéu cau ngudi phan tich phai cé trinh
d6 cao dong thoi ton rat nhiéu thoi gian.

= Phét hién 16 hong ma ngudn dua trén phan
tich tu dong: Pang dugc nghién cau va ap
dung nhiéu hién nay do c6 nhiéu cong nghé
tinh toan ciing nhu phuwong phap hd trg manh
mé. C6 thé nhan thy cac hudng tiép can gan
day thuong tap trung vao phan tich ma nguon
theo dang ngir nghia va ca phéap rdi sir dung
cac thuat toan hoc may hoac hoc sau dé tiép
tuc phan tich va dy doan 16 hong. Tuy nhién
da phan chi phat hién code smell hoic bug
trong ¢t phap. Dé khic phuc cac van dé trén
bai bao dé xuat md hinh sir dung phan tich
hoc sau duya trén luong xir Iy nham bd sung
thém cho phan tich theo ci phap con dugc
trich xuat qua do thi CFG, biéu dién duoc
logic ciing nhu ca mdi quan hé giira cac dinh

v6i nhau théng qua su két hop cua 3 ky thuat
xtt ly chinh: Word2vec két hop LSTM,
Word2vec két hop BIiLSTM, phéat hién 15
hdng phan mém st dung BERT.

1.2. Pé xuat hwéng giai quyét van dé

Trong bai bao dé& xuat phuong phap hoc sau
sir dung ky thuat xir ly ngbn nglr tu nhién:
trugc tién ma nguon s& duoc phan tich va
chuan hoa théng qua budc tién xir ly bang
cach sir dung thuat toan BERT. Pau vao cho
mo hinh phét hién 16 héng phan mém str dung
hoc sau duogc ldy dudi dang mot chudi ky tu
dai bao gdm toan bo tép ma. Sau do, chudi
nay duoc chia thanh céc tir va tir con bang
mét trinh ma héa. Cac ky tu ca phap nhu diu
ngoac, ngoac, dau chim,... duoc coi 1a cac tur
riéng biét. Sau d6 cac tir dugc ma hda thanh
cac vecto biéu dién boi bo ma héa. Tiép theo
md hinh Word2vec + LSTM va Word2vec +
BiLSTM dugc d& xuat nham tinh toan va trich
XUat cac dic trung ciia mi nguon. Trong md
hinh nay, cac thanh phan xu ly chinh bao gom
tién xu ly, str dung Word2vec dé chuyén chudi
ma da dugc xur ly thanh cac vector nhing. Sau
dé cac vector nhing dugc dua vao mang
LSTM va BiLSTM dé tién hanh hoc va phan
loai 16 hong. Két qua phan loai s& duoc di qua
1 ham softmax dé tra vé 1 vector chira du
doan xac sudt xay ra cua tung loai 16 hong
da cho.

1.3. Bong gop cua bai bao
Nhiing déng gop chinh bai bao tom tat sau:

= Pé xuit sir dung md hinh BERT Vi co ché
hai chiéu va attention cho két qua phat hién 15
hong t6t hon han. Ty 1é phat hién 15 hong ma
ngudn cho két qua chinh xac 1én dén 82,63%
tuong ng vai ty I¢ bo sot chi con 17,37%.
Cac két qua thuc nghiém trong muc 4 cua bai
bao da chung minh dugc sy hiéu qua vuot troi
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d6i véi bai toan phat hién 15 hdng ma nguon.

* Thuc nghiém so sanh va danh gia su hiéu
qua trong viéc phat hién 15 hdéng cua ma
ngudn trong bang 3 cho thay sb luong layers
tang thi d6 chinh xac ciia mo6 hinh ciling tang
theo. Tuy nhién, viéc ting s layers lam ting
hiéu suat mé hinh 1én khoang 2% nhung dong

thoi cling tang thoi gian xur ly cua mé hinh [én.

Trong thuc té, dé can bang giira hiéu suat va
thoi gian can lya chon céc tham sb phi hop dé
cho ra dugc két qua nhu mong doi. Cac két
qua thir nghiém dé Iya chon céc tham sé phu
hop cling nhu m6 hinh dugc tac gia trinh bay
trong muc 4.4 cua bai bao.

2. CAC NGHIEN CUU LIEN QUAN

Nghién ctiru [9], Junjun Guo cung cac cong su
dé xuat mé hinh két hop CNN va LSTM cho
phét hién 16 hdng ma ngudn. Trong d6, mang
CNN dung dé trich xuat dix liéu con mang
LSTM d¢é biéu dién ma dic trung ma nguon.
Két qua thuc nghiém cho thay mé hinh nay da
phét hién chinh xac 15 hdng ma ngudn 1a 80%.
Ty I¢ am tinh gia (FNR) va ty 1¢ duong tinh
gia (FPR) déu dudi 20%. Cung hudng tiép
can nhu vay, nghién cuu [7], Huan Mei cung
cac cong sy da d& xuat mo hinh két hop giira 3
thanh phan 1a CLSTM, CBIiLSTM (sequential
structure), and CNN-BIiLSTM (parallel
structure). Két qua thuc nghiém cho thay mo
hinh nhém tac gia dé xuat mang lai hiéu qua
cao hon cac huéng tiép can st dung
CodeBERT, Word2Vec va FastText... Nghién
ctru [5] dé xuat phuong phép trich xuét dic
trung ma3 ngudn dua trén mudi dy 4n mi
ngudn ma. Két qua thuc nghiém cho thiy da
cai thién dang ké hiéu qua viéc phat hién 15i
trén cac phan mém va cac 15i dugc chi ra
trong c&c du an. Nghién ctru [8] st dung thuat
toan hoc sdu LSTM dé phan loai 15 hong ma
ngudn sau khi ma ngudn duoc phan tich thong
qua cay cu phéap triru tugng. Jacob Devlin va

cac cong su [6] d& xuat 3 phuong phap phat
hién 16 hong phan mém dua trén du doan
dong. D6 k¥ thuat Tiém 156i (Fault injection),
Fuzzing va Dynamic Taint. Vi ky thuat Tiém
15i thi m&i mét 1an tha that bai 1a mot 16 hdng
tiém ning cua hé théng duoc dwa ra. Con ki
thuat Fuzzing, trong thir nghiém don gian hon
k¥ thuat Tiém 13i vi ludn biét duoc thdng qua
khi kiém tra hé théng. Ky thuat Dynamic
Taint twong ty nhu ky thuat phan tich dy doan
tinh. N6 cho phép phat hién cac van dé cua dit
licu dau vao c6 thé lam phat sinh 16 héong.
Poornima Haridas [3] va cac cong su dé xuat
md hinh SiCaGCN cho phat hién 15 hong bao
mat dua trén CFG va GCN. Két qua thuc
nghiém voi viéc diéu chinh khoang cach db
thi da mang lai hiéu qua t6t hon cho cac mang
dd thi hoc sau khac.

3. DE XUAT MO HINH
3.1. Kién triic mé hinh dé xuat

M6 hinh Word2vec két hop véi LSTM

Word2vec
Vector
* softmax Chl’:l’a Xac
x. x suat tirng
Chu~0| Tiéen LSTM —Pp 16 héng

ma > e ly

Hinh 1. M6 hinh Word2vec két hop LSTM

M6 hinh Word2vec két hop vaéi BILSTM.

Word2vec
? ’

Chudi Tién BiLSTM
mi P xaly

Vector
chra xac
Suét tirng

16 héng

softmax:
—>

Hinh 2. Md hinh Word2vec két hop BiLSTM

M hinh phat hién 15 hong phan mém st dung
Bert.

softmax

Chubi BERT Vector chira xac suét
ma —> tirng 16 hdng

Hinh 3. Cac thanh phan chinh mé hinh Bert
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Chtc ning va nhiém vu cac khdi con trong
mé hinh dé& xuét thé hién qua cac hinh nhu
sau:

= Chuéi ma: 1a dir liéu phuc vu qua trinh
huan luyén va phat hién 16 héng. Ma ngudn s&
bao gébm nhiéu dang ngdn ngir va 16 héng
khéac nhau. Trong bai bdo nay su dung bo dir
licu tham chiéu v& bao hiém phan mém
(SARD) do Vién Tiéu chuan va Cong ngh¢
Qudc gia (NIST) tao ra.

= Khéi tién xir ly: Véi bo dit liéu tao thanh
tir cac tép van ban chra ma thd gom cac tép
chua 16 hong va cac tép khong chira 16 hong,
tién hanh gan nhan dé phan loai. Sau d6 tién
hanh loai bo cac thanh phan nhiéu khoi dit
liéu bang cach x6a nhirng cha thich, dat lai tén
bién, tén ham dé tao nén mot ciu trdc ma nhét
quan, khong chara nhitng théng tin anh hudng
tGi qua trinh dao tao mé hinh.

= Khéi Word2vec: 1a mé hinh gitp tao ra
cac biéu dién embedding cua tir trong mot
khong gian c6 s6 chiéu thap hon nhiéu lan so
Vi s tir trong tir dién. Y tuong d6 1a hai tir
(tir con) xuét hién trong nhiing van canh gidng
nhau thudng c6 ¥ nghia gan véi nhau. Hay c6
thé doan duoc mét tir (tir con) néu biét céc tur
xung quanh no trong cau. Nhu vay c6 hai cach
khac nhau dé xay dung mé hinh Word2vec d6
la dy doan nhitng tir ngit canh néu biét truéc
tur dich (Skip-gram) hoac CBOW (Continuous
Bag of Words) dwa vao nhiing tir ngit canh dé
du doan tur dich.

= Khéi BERT: Khéi BERT sir dung
Transformer 1a mot md hinh attention hoc méi
tuong quan giira cac tir (hodc 1 phan cua tir)
trong mot van ban [6].

= Khéi LSTM: Khéi nay dugc dé xuat la
mot trong nhitng giai phap cho vin dé phat
hién 16 héng phan mém tir ma ngudn. Biém
chinh trong kién trac LSTM chinh 1a cac 6

nhé véi céc cong cho phép luu trit hodc truy
Xuat thdng tin. LSTM chi c6 thé du doan nhan
cua tir hién tai dya trén thong tin c6 dugc tir
Céc tir nam trude do.

= Khdi BiLSTM: Nhu da néu, diém han ché
cua LSTM chinh la chi du doan nhan cua tir
hién tai dyua trén thong tin c6 dugc tir C&c tur
nam trudc d6. Trong khi, viéc nhan dang
chinh xéc cau tric va ngir canh cia mot doan
ma& ngudn khong chi can thong tin o phia
trudc cua tir dang xét ma con ca cac thong tin
phia sau. Diéu nay LSTM lai khong thé nhan
dang dugc. Chinh vi thé BILSTM di dugc tao
ra dé khic phuc diém yéu trén. Mot kién tric
BIiLSTM thuong chta 2 mang LSTM don
dugc sir dung dong thoi va doc 1ap dé mé hinh
hoa chudi dau vao theo 2 hudng: tir trai sang
phai va tir phai sang tréi.

Thuat toan:

Mang LSTM la mét dang dac biét cua mang
noron hdi quy (RNN), dugc dua ra dé giai
quyét van dé triét tieu gradient trong RNN.

Hinh 4. M6 hinh RNN
Dao ham cua L vai W ¢ state thir i:

i:al‘* ay *asso*as; (1)

oW

Gia su activation la ham tanh,

0s, 2
aSH_(l s’ )W

a r 29
S | (55

TAP CHi KHOA HOC & CONG NGHE . SO 46 - 2024

63



KHOA HOC & CONG NGHE

Ta c6: si<1,W<1=> O nhiing state xa thi
Byn .o hay: Lo, hién twong vanishing
ow

05

gradient.

Co ché xac dinh cac két ndi lan can cua mai
nut thong qua phuong trinh sau day:

R =0T (X0 WitV h)

Trong do:
(SN k!
wk! = softmax QU K™y (2
i i \/a

Van @& phat hién: Bé phan loai cac vector
cua 16 hong va vector binh thudng, tac gia su
dung 2 16p Fully Connected Layers va
Softmax Layers. Fully Connected Layers
giong nhu mang MLP ¢6 nhiém vu hoc céac
thugc tinh duoc xur ly qua cac 16p LSTM con
I6p Softmax Layers lam nhiém vu tinh toan
X4c suat nhan dau ra. Ham softmax [4] duoc
mo ta nhu cong thuc (3):

=S vis12..C (3)

1 C i
-1

Trong do:

C la sb lwong l6p z=[2,,2,,..., 2. ]l vector
output ciia mang LSTM twong tung véi do thi
dau vao can duogc phan loai;

ai 1a xac suat dé input d6 roi vao 16p thi i
dugc tinh toan bang ham softmax.

4. THPC NGHIEM VA BANH GIA
4.1. Dir liéu ther nghiém

B6 dit liéu duoc sir dung dé thir nghiém chinh
la bo dir liéu tham chiéu vé bao hiém phan
mém (SARD) do Vién Tiéu chuan va Cong
nghé Quéc gia (NIST) tao ra. SARD khéng
chi chura céc 16 hong bao mat ma con chira cac
ban sao dd khong ton tai 16 hong cua ching.
B6 dir lidu dwoc xir 1y trudce khi dao tao bang

cach loai bo tit ca cac phan khdng mong
muén c6 thé khién cac md hinh bi qué tai va
mét can bang. Cudi cung bo di liéu con lai
hon 100,000 t&p, vai mot nira chira mot trong
118 16 héng bao mat va nira con lai chta cac
lya chon thay thé khong dé bi tan cong. Bo dir
liéu dugc tao thanh tir cac tép van ban chua
ma thd. Mdi tép duoc gin nhan bang mot the
liet ké diém yéu chung (CWE) cuy thé tuong
ng véi 16 hong bao mat ma ma chira. Mac di
c6 rat nhiéu ngdn ngir trong co so dir liéu
SARD, tuy nhién bai bao chi kiém tra va dao
tao cac md hinh trén tap hop ma duoc viét
bang C/C ++. B6i véi mdi tép chira 16 hong
dugc CWE gin nhdn, c6 mot tép phu hop
chira ma da duoc sira va khong con 16 hong.
Tu d6, mot nura tap dit liéu dugc tao thanh tir
cac tép khdng c6 16 hong bao mat va nira con
lai duoc tao thanh tir cac tép tring khop co 16
hong bao mat. Tong cong, c6 118 loai (nhan)
CWE trong tap dir liéu. Sau khi thém 118
nhin twong wng nita dé phan loai tép la khdng
dé bi tin cong, tap dir liéu cd téng cong 236
nh&n. Viéc thém 118 nhan twong (ng thay vi 1
nhan dai dién cho di liéu khdng chia 15 16ng
dé tranh sy mat can bang sé luong mau trong
moi nhan khi dua vao cac mé hinh hoc sau.

4.2. Kich ban thwc nghiém
4.2.1. B6i véi dir liéu thar nghiém

Tién hanh chia bo dit liéu thanh cac thanh
phan khac nhau, sau d6 tién hanh thuc nghiém
va danh gia do chinh xac cua cac moé hinh dé
xuat. Qué trinh chia tap dir liéu thuc nghiém
cho céc kich ban duoc chon mét cach ngau
nhién trong d6 75% cua tap dir liéu dugc dung
trong qua trinh huan luyén, 25% con lai ding
trong qua trinh kiém tra.

4.2.2. Kjch ban danh gia

Pé danh gia dwoc két qua thir nghiém tac gia
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tién hanh 3 kich ban thuc nghiém nhu sau:

Kich ban 1: Phét hién 15 héng phan mém st
dung Word2vec két hop véi LSTM: Thu
nghiém trén md hinh LSTM vdi s6 lugng cac
nat an khéc nhau.

Kich ban 2: Phét hién 15 héng phan mém st
dung Word2vec két hop véi BILSTM: Véi sb
lwong cac nit an khéac nhau.

Kich ban 3: Phét hién 15 hong phan mém st
dung BERT: Vi s6 luong layers khac nhau.

4.3. Tiéu chi danh gia

Accuracy: Ty Ié giita s6 lugng mau dugc phan
loai dung va tong sé6 mau. B¢ chinh xac duoc
tinh theo cong thac sau:

TP +TN
TP+TN +FP+FN

accuracy = x100%

Trong do:

TP - True positive: Sb luong mau c6 15 hong
duoc phan loai chinh xac.

FN - False negative: S6 luong mau c6 15
hong duoc phan loai 1a khdng cd 16 hong.

TN - True negative: S6 luong mau khdng c6
16 hong dugc phan loai chinh xac.

FP - False positive: Sé lugng mau khong co
15 héng dugc phan loai thanh c6 16 hong.
Precision: la ty 1€ cua true positive points trén
tong s6 diém dugc phan loai 1a positive (TP +
FP). Do chinh xac cao c¢6 nghia la d6 chinh
Xac cao cua Vviéc xac dinh points.

x100%

. TP
precision =
TP +FP

Recall: 1a ty 1é cua cac true positive points

trén tong sé cac real positive points (TP + FN).

Recall cao c¢6 nghia la TP cao va ty 1€ bo sot
positive points 1 thap.

TP
recall =
TP

x100%
+FN

F1-score: la trung binh hai hoa cta do chinh
xé&c va thu hdi. F1 cang cao, bo phan loai cang
tt.
_ 2x precisionx recall

precision + recall

F1

4.4. Két qua thwe nghiém
4.4.1. Két qua thuee nghiém kjch ban 1

Phat hién 16 hong phan mém su dung kién
trdc md hinh Word2vec két hop voi LSTM
trén bo dit lisu SARD cho két qua theo bang 1,
d6 chinh xac ctia qué trinh phan loai tién trinh
cho két qua khac nhau khi thay doi s6 luong
cac nat an. Vai sb luong cac nat an 1a 400 thi
thuat toan LSTM mang lai hiéu qua cao nhat
trén tat ca cac do do. Mic du sb luong céac nit
an thay doi tir 200 dén 1000 nhung d6 chinh
xé&c cua thuat toan lai khéng c6 nhiéu thay doi.
Cu thé: accuracy ting 1.64%, precision ting
1.82%, recall ting 1.94% va F1 tang 1.89%.
Nhu vay, s6 luong cac ndt an tiang hay giam
cling khong lam cho d¢ chinh xéac trong qua
trinh phan loai thay doi nhiéu. Didu nay cho
thiy thuat toan LSTM cung cip kha ning
phén loai tét va 6n dinh khi thay doi s6 luong
c4c nat an.

Bang 1. Két qua thwc nghiém cho kich ban 1

S6 cac .
.. x| precision | recall fl1  |accuracy

nut an

1000 71,15 67,89 | 69,48 | 71,53
400 72,97 69,83 | 71,37 | 73,17
200 71,70 68,47 | 70,05 | 72,02

4.4.2. Két qua thuc nghiém kich ban 2

Trong kich ban 2, st dung kién trac mé hinh
Word2vec két hop véi BiLSTM trén bo dit
litu SARD cho két qua tir bang 1 va bang 2
thiy duoc khi thay d6i sb lwong cac cac nut an
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thi LSTM va BiLSTM cho ra céc két qua
tuong tu nhau. Dya trén két qua kich ban 1 va
kich ban 2 da chimg minh dugc mé hinh NLP
c6 ¥y nghia ddi véi bai toan phan loai 16 hong.
Diéu nay duoc thé hién trén do chinh xéac tong
quat tdi thiéu déu khoang trén 71% va d6i voi
gia tri recall téi thiéu 1a 67%. N6i chung, két
qua phan loai déi voi kich ban chi ding &
muc khong qué té va tam chap nhan dugc con
kich ban 2 thi twong ddi 6n. Kich ban 2 sir
dung BiLSTM d3 mang lai két qua tét hon
LSTM t6i 6% cho thiy tim quan trong cua
viéc Iuu gitr thong tin theo ngir canh trén ting
phan doan. Bo nh¢ hai chiéu trong BiLSTM
c6 thé cai thién dang ké hiéu suat chinh xac
cia viéc phat hién 16 hong phan mém theo
cach NLP vi théng tin theo ngir canh duoc
xem Xét mot cach toan dién.

Bang 2. Két qua thwc nghiém cho kich ban 2

S6 cac -
..z _ |precision| recall fl  |accuracy
nat an
1000 78,57 75,86 77,19 78,67
400 80,13 77,56 78,83 79,83
200 79,62 77,43 78,51 79,17

4.4.3. Két qua thuc nghiém kich ban 3

Tur bang 3 cho thay sb lugng layers ting thi
d¢ chinh xac cia mo hinh cling ting theo. Tuy
nhién, viéc ting sb layers 1am ting hiéu suat
mé hinh 1én khoang 2% nhung dong thoi ciing
tang thoi gian xtr ly cia mé hinh Ién. Trong
thuc té, dé can bang gitra hiéu suit va thoi
gian thi can phai can nhac lra chon duogc cac
tham s6 phd hop dé cho ra duoc két qua nhu
mong doi. B véi kich ban 3 s dung md
hinh BERT Véi co ché hai chiéu va attention
cho két qua phat hién 156 hong tét hon han.
Diéu nay duoc thé hién trén két qua recall cao
nhat trong 3 kich ban 1a 82% tuong ung Véi ty
lé bo s6t 1a 18%. Vé do chinh xac, mé hinh

BERT va céc bién thé cua no déu hoat dong
tt hon cac mé hinh hoc sdu NLP truyén
théng da duoc thir nghiém. Diéu nay 1a do md
hinh BERT c6 thé trich xuat thong tin nhan
biét ngit canh theo cach tét hon nhiéu so véi
LSTM hoiac RNN. Két qua nay ching minh
dugc mo hinh dé xuit cé gia tri thuc tidn doi
V6i bai toan phat hién 16 hdng ma ngudn.

Bang 3. Két qua thwc nghiém cho kich ban 3

Number .

of layers precision | recall fl |accuracy
4 82,89 80,97 | 81,92 | 84,08
8 83,58 81,72 | 82,64 | 84,64
12 84,41 82,63 | 83,51 | 85,33

4.4.4. Két qua thuc nghiém kich ban 4

Nhu da trinh bay & trén, tac gia thuc nghiém
kich ban nay nham kiém tra va danh gia su
hiéu qua gitra cdc mo hinh do ching toi dé
Xuat trén cung bo dir liéu thuc nghiém SARD.

Bang 4. Két qua thwec nghiém cho kich ban 4

Huwéng .

<~ |precision| recall | fl |accuracy
tiep can

Word2vec+

LSTM 72,97 |69,83 | 71,37 | 73,17
Word2vec+

BILSTM 80,13 | 77,56 | 78,83 | 79,83
M® hinh

BERT 84,41 | 8263|8351 | 85,33

So sanh két qua thyc nghiém qua bang 4, tac
gia thay gitra 3 mo hinh thi mé hinh phan loai
16 hong phan mém sir dung md hinh Bert cho
két qua vuot troi hon so vai 2 mé hinh con lai
trén tat ca cac do do. Cu thé M6 hinh Bert cho
cac két qua thuc nghiém trén cac do do
Precision; Recall; F1 score; Accuracy lan luot
la 84,41%; 82,63%; 83,51%; 85,33% hiéu qua
hon so v&i m6 hinh Word2vec + LSTM theo
thir tw lan luot 12 11,44%; 12,8%; 12,14%;
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12,16% va mé hinh Word2vec + BiLSTM lan
luot 12 4,28%; 5,07%; 4,68%; 5,5% trén tat ca
cac do do.

5. KET LUAN

Trong bai bao nay, tac gia da thiét ké mot vai
mo hinh hoc séu dé phat hién va phan loai cac
16 hong phan mém trong ma ngudn dua trén
tién bo nghién ciu vé hoc sdu NLP gan day.
Thir nghiém cho thidy md hinh hoc sau

Transformers NLP c6 thé dat duoc két qua 4n
tuong trong viéc phat hién va phan loai cac 15
hong phan mém trong ma ngudn. Hon nita,
tac gia nhan thiy rang diéu quan trong nhat dé
c6 thé dat dugce do chinh xac cao nhit 1a phai
duy tri thdng tin theo ngir canh trén toan bo
chudi dau vao. Véi sy hiéu qua vuot troi trén
tat ca cac do do quan trong nhu Accuracy,
Precision, Recal va F1 trong bai bao da chuang
minh duoc sy hiéu qua ctia md hinh dé xuat.
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