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Nghién ctru API (giao dién lap trinh (ng dung) da tré thanh cbt 16i ctia giao tiép lién mach
gitra cac (rng dung phan mém. V&i sy phu thudc ngay cang nhiéu vao cac API, diéu quan
trong 1a phai téi wu hoa hiéu suat clia ching va tranh thdi gian phan hdi cham co thé can tré
dang ké trai nghiém nguwoi ding. Khi APl ngay cang tré nén khong thé thiéu ddi véi cac hé
thdng phan mém hién dai, phuc vu cho nhiéu nguwéi dung, viéc duy tri hiéu suét toi wu ngay
cang tré nén cap thiét. St dung Nodejs két hop véi ReactJS mé hinh MVC va JWT Token
dé tién hanh xay dwng API gitp téang hiéu suét str dung. Chung t6i tién hanh thuc nghiém
cho hon 50000 sinh vién cé thé gtvi nhan cac di liéu, d@m bao hiéu suét tét trén thiét bj di
déng véi cac chire nang nghiép vu clia khao thi mét ctra. Dam bao cho viéc sinh vién cé thé
gidi quyét cac tha tuc hanh chinh ma khéng phai truc tiép dén phong mét cira.

API, MVC, JWT, ReactJS.

Researching APIs (Application Programming Interfaces) has become the core of seamless
communication between software applications. With a growing reliance on APls, it's
important to optimize their performance and avoid slow response times that can significantly
hinder the user experience. As APIs become increasingly integral to modern software
systems that cater to multiple users, maintaining optimal performance becomes increasingly
imperative. Using Nodejs in combination with ReactdS MVC model and JWT Token to
advance in building APlIs to increase performance. We conduct experiments for more than
50,000 students who can send and receive data, ensuring good performance on mobile
devices with the business functions of one-stop testing. Ensure that students can handle
administrative procedures without having to go directly to the one-stop room.

API, MVC, JWT, ReactJS.

1. GIO1 THIEU

Giao dién lap trinh ung dung (API) la mot
trong cac co ché phurce tap tao diéu kién cho su
twong tic va giao tiép lién mach gitta cac hé
thong phan mém riéng biét bang cach thiét lap
mot ngdn ngtr chung va mot bo giao thirc. API
trao quyén cho cac nha phat trién str dung céc
thanh phan va dich vu dung sin, tir 46 day

nhanh qua trinh phat trién phan mém va thuc
day mo dun hoa. Chang han, hiy nghi dén viéc
két hop dich vu truyén phat nhac cta Spotify
vao mot img dung danh cho thiét bi di dong:
API cho phép nha phat trién str dung thu vién
nhac phong phii ciia Spotify ma khong can
phai tao nén tang am nhac cua riéng ho tir dau.
Bing céach tan dung API, cc nha phat trién c6
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thé khai thac hiéu qua cac diém manh cua céac
hé thng khac nhau nhu xay dung MSTIL hd
trg trong hoc tap [2]. St dung API viét giao
tiép v6i hé thdng diéu khién cac thiét bi phan
cting giup cho diéu khién hé thong, viéc thim
do dau khi thong qua hé thdng diéu khién cac
miii khoan dé ning cao hiéu suét tham do [3].

Tinh hinh ung dung API khong con bod hep
trong cong nghé thong tin. Vi nhu cau chuyén
d6i sd phat trién manh ¢ Viét Nam, viéc xay
dung nghién ctru ng dung API ¢ Viét Nam la
van dé cap thiét vi c6 thé str dung cho nhiéu
linh vyc, tuy con rat nhiéu han ché trong viéc
nghién ctru ng dung, dé tan dung hiéu qua céc
dr liéu dung chung. Nhu trong khai thac dix
liéu ban d6 da xay dung API dé c6 thé khai
thac cong nghé ArcGIS API [1] c¢6 thé mang
dén cong dung trong cong tic quan 1y tai
nguyeén.

API dugc phan loai theo ca kién trac va pham
vi st dung. Co 4 loai API [4]:

* Open APIs hoac Public APIs (API mo):
Con c6 tén goi khac 1a API cong khai, c6 sin
nén co6 thé dugc sir dung boi bat ky nha phat
triéen ndo. Poi lai, cac Open APIs thong
thuong s& yéu cau cac bién phap xéac thuc
hodc Gy quyén thdp va bi han ché chirc ning
khi chia s¢ cong khai. Mot s Open APIs s&
duoc chia sé mién phi, mot sé khéc s& yéu cau
tinh phi khi st dung. Chi phi nay thuong dugc
tinh dua trén sd lugng “Iénh goi” (calls) dén
API dugc sur dung.

= Partner APIs (API dbi tic): API ndy cin co
quyén hodc gidy phép cu thé méi truy cap
duoc. Thuong danh cho cac nha phat trién bén
ngodi uy quyén dé hd trg ddu mdi hop tac
gitta doanh nghiép v&i doanh nghiép. Mot sb
doanh nghiép lua chon Partner APIs vi mudn

ki€m soat tot hon nguoi dung c6 thé truy cép
vao tai nguyén cua ho va chi ré cach thuc st
dung cac tai nguyén do.

= Internal APIs (API noi bd): Khong giéng
nhu API m& hay API ddi tac, API ndi bd
khong danh cho cac bén thtr ba su dung,
thuong dung trong pham vi cong ty. Cong ty
stt dung API nay dé két ndi cac hé thdng ciing
nhu dir liéu ndi bd cta cong ty/té chuec.

= Composite APIs (API tong hop): Két hop
hai hay nhiéu API khac nhau dé giai quyét cac
yéu cau phirc tap ctia hé théng. Néu can dir
liéu tir cac Gmg dung hodc tir nhiéu ngudn dir
liéu khac nhau, ban nén st dung API téng
hop. Ngoai ra, c6 thé sir dung API téng hop dé
thiét lap mot chudi cac “lénh go1” (calls) va
phan hoi tu dong ma khong can chi dong can
thiép vao.

Pé c6 thé dung chung co s& dir liéu phan mém
Uneti-Online trén PC chung t61 st dung API
no6i bo cho hé théng cua nha truong.

2. DI LIEU VA PHUONG PHAP NGHIEN
clu

2.1. M6 hinh luéng dir liéu API

Phan mém Uneti-Online 12 hé thong phan
mém quan 1y hd tro giai quyét cac thu tuc mot
ctra cho tat ca sinh vién trong trudong. Day la
hé phén mém ndi bo trén may tinh PC do cac
can bd mot clra clia nha truong quan 1y. Phan
mém Uneti-Online st dung co s dir liéu 1a
Uneti Store procedure. Dé c6 thé st dung dir
liéu dung chung khi thiét ké phin mém dé
chay trén thiét bi di dong va khong anh hudng
dén dir liéu dung chung. Yéu cau dit ra can
xay dung API cho phép dung chung co s¢ dir
li¢u 1a Uneti Store procedure. Xay dung mo
hinh ludng cho API hoat dong nhu sau:
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Hinh 1. M hinh ludng dir liéu API

Sau day 1a cac bude thuc hién quy trinh so d6
ludng dir ligu:

Budc 1: Nguoi dung gui vao mdt HTTP
Request bang cach sir dung dung dia chi API
co duoc tir server.

Budc 2: Server kiém tra HTTP Request thong
qua CORS Middleware.

Budc 3: Néu CORS Middleware bao 15i s& tra
vé Error trong HTTP Response cho ngudi
dung. Néu thoa mén yéu cau cia CORS HTTP
Request s& dugc chuyén tiép cho controller
xu ly.

Budc 4: Controller diéu huéng HTTP Request
dén cho cac Model chiu trach nhiém cho
duong dan API xir ly.

Budc 5: Model xur 1y cac thong tin nhan vao
va chuyén cho MSSQL Middleware.

Budc 6: MSSQL Middleware s€ lam viéc truc
tiép v6i cac Store Procedure voi cac thong tin
nhan duoc tir Model va tra vé két qua liy
duoc tur Store Procedure.

Buoc 7: Cac dir liéu nhan duogc tir Store
Procedure s& duoc chuyén vé Controller thong
qua MSSQL Middleware va Model dé tro
thanh Response Data.

Budc 8: Response Data s€ dugc gui tra cho
nguoi dung dudi dang HTTP Response. Khi
da co luf)ng dir li¢u hoat dong cua API, can
xdy dyng md hinh hé thong phan mém trén
thiét bj di dong.
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2.2. M6 hinh hé théng phan mém

Dé tao diéu kién gitip sinh vién giai quyét thu
tuc hanh chinh mot ctra mot cach nhanh chong
kip thoi, ching toi tién hanh xdy dung hé
théng phin mém Uneti-Online trén thiét bi di
dong. Hé théng cung cdp cong cu cho sinh
vién, nha truong sir dung cong cu truc tuyén
qua mdi trudng internet théng qua hé théng
ho so dién tir thay thé cho cac hinh thirc hd so
gidy thong thuong dugc thuc hién truc tiép tai

Bo phan mot ctra. Ngoai ra, nham nang cao
tinh thuan tién giup tiét kiém thoi gian va chi
phi cho sinh vién, nha truong. Hé thong di
dong giai quyét thu tuc hanh chinh con cung
cAp cong cu theo ddi vé tién trinh, nhat ky hd
s0, ghi nhan tit ca ndi dung yéu cau giup cho
sinh vién truc tiép theo ddi, giam sat hd so cua
minh, dong thoi qua d6 tao thanh cong cu dé
theo doi qua trinh xt ly céc thu tuc cia Bo
phan mot ctra.

Danh sach yéu cau mot ctra khao thi

A

Yéu cau gui gidy to di kém

|MOT CUA

THEO

I

theo tirng tac vu cira bd
phan mét cira TIEP NHAN YEU
=\ CAU BQ PHAN

Tiép nhéan yéu cau

Phé duyét, guri thong bao

< / quyét dinh va yéu cau cho v
e “ . “ A . -

SINH VIEN sinh vién QUAN LY

Tiép nhan thong

bao phé duyét, R

quyét dinh Phan b6[bd phan

A 4
GIAY Tme/ y Kiém tra, xac thuc gidy to

<

Danh sach gidy to kém theo

Hinh 2. M4 hinh luéng dir liéu Uneti-Online

Tién trinh: Tiép nhan yéu cau bod phan mot
clra, gidy to kém theo.

Tac nhan: Quan ly, sinh vién.

Kho dit liéu: Danh sach yéu cau mot cira khao
thi.

Dé c6 thé danh gia hiéu ning ciia API can st
dung bd cong cu kiém thur.
2.3. Cong cu phan tich hiéu nang API

Postman 1a mdt cong cu ndi tieng dé tha

nghiém va danh gid hiéu nang APL. NoO c6
giao dién dd hoa d& st dung va cho phép
ngudi dung giri cac yéu cau API, xem phan
hoi cia APL Postman c6 kha niang hd tro tat
ca cac phuong thitc HTTP bao gdm POST,
PUT, PATCH, DELETE hay GET. Khong
dung lai & do, Postman con thé hién su tién
lgi ctia minh khi chung cho phép cac 1ap trinh
vién thyuc hién luu lai lich sir cac lan request,
la tro thu dic luc khi c6 nhu cau su dung
lai [5].
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Céc tinh nang ma postman mang lai khi st
dung:

* Postman su dung Collections, vi vdy nguoi
dung hoan toan cé thé tao ra b dit liéu mau
luu trit cho nhiing 1énh goi APIL. Ngoai ra, &
mdi bo dit liéu mau luu trir, nguoi dung ciling
c6 thé tao thém céac thu muc con v&i nhiéu
request. Pay duoc danh gid 13 diém manh cuc
16n giup qua trinh t6 chic cac bo thir nghiém
tré' nén dé dang.

» Postman Collections va Environment cung
cap tinh nang import hodc export, tir d6 ngudi
dung s& c6 thé chia sé cac tép dit liéu dé dang
hon. Khong chi vay, cac lién két truc tiép
cling c¢6 thé dugc dung véi muc dich chia sé
b6 dit liéu mau luu trir.

» Postman mang kha nang vuot trdi khi
ching co thé test trang thai phan hdi cia
HTTP.

= Postman c6 thé hd tro g& 16i. Theo d6, nhd
bd phan bang diéu khién cua Postman, nguoi
dung s& dé dang kiém tra cac dir liéu da xuat.
Nho vy, qua trinh g& 16i sé tré nén linh hoat
hon bao gio hét.

= Postman hd trg tao thir nghiém. Khi nhitng
diém kiém tra thir nghiém ciing nhu xac dinh
trang thai phan héi HTTP thanh cong, vai trd
x4c nhan s& c6 xu hudng thém vao mdi 1énh
goi API dé dam bao t6i da pham vi kiém tra.

* Quad trinh sir dung newman va by dir li¢u
mau luu trir s& dam bao rang cac kiém thir co
thé chay duoc trong nhiing 1an l3p lai. Nho o,
ngudi dung sé tiét kiém nhiéu thoi gian hon
cho céc thir nghiém c¢ tinh 1ap cao.

= Postman c6 kha ning hd trg tich hop mot
cach lién tuc cho cac hoat dong phat trién.

2.4. Phwong phap xtv ly s6 liéu

Két qua thuc nghiém duoc phan tich qua sb
li¢u cong cu Postman, dé xac dinh d6 6n dinh

dir liéu va do thoi gian dép tng cho nguoi
dung.

3. KET QUA VA THAO LUAN
3.1. Xay dwng Server API

Heé thong server rest API 1 mot may chu co
hé thong nham tiép nhan, thong bao va xir 1y
c4c yéu cau cua sinh vién dén nha trudng
thong qua céac thiét bi di dong hodc website.
Céc thiét bi nay duoc két ndi véi server thong
qua cac API sinh ra tir server. Hé thong server
rest API phuc vu cho cong tac sinh vién, yéu
cau ban dau phai c6 cic chiic ning sau:

= L'Qiy thong tin c4 nhan: Sinh vién c6 thé léy
duogc cac thong tin ¢4 nhan cia minh.

= Yéu ciu mién hoc, mién thi tiéng Anh:
Sinh vién c6 thé giri yéu cdu xin mién hoc,
mién thi hoc phan tiéng anh c6 kém gidy to
x4c nhan thong qua cic ung dung két ndi
voi APL

= Phuc khao diém: Sinh vién co thé giri yéu
cau phic khao diém cia minh thong qua cic
tmg dung két ndi voi API tuong mg voi cac
dot dang ky dugc cho phép.

= Xem lich thi: Sinh vién c6 thé xem lich thi.
= Ding ky thi: Sinh vién ¢ thé dang ky thi
lai cac mon hién dang co lich thi tuong Ung
v6i hoc phan cta ban than thong qua ung
dung.

= Hodn thi: Sinh vién co thé gui yéu ciu
hoan thi cac mon.

= Huy dang ky thi lai: Sinh vién c6 thé gii
cac yéu cau huy ding ky lich thi lai cua cac
mon c6 trong hoc phan ciia minh.

= Yéu cau lién quan dén két qua hoc tap:
Sinh vién c6 thé iy thong tin vé két qua hoc
tap cua ban than.

» Khoa cac chuc nang: Cac chirc ning co
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nhu cau ning cdp can dwoc tam ding hoat
dong dé tién hanh bao tri.

= Ding nhap, cip quyén ngudi dung: Thiét
1ap hé thong dang nhap riéng sir dung ma sinh
vién va mat khau cé sdn dé thuc hién. St
dung JWT Token dé tang tinh bao mat.

= Gui thong bao: Thong bao duogc gii dén

cau hodc cac yéu cau dugc xu ly hoan thanh.

Yéu t6 quan trong trong xay dung API 1 phai
dam bdo tinh bio mat dit liéu dé tranh bi tan
cong.

3.2. Xay dwng hé théng bao mat cho API.
Str dung JWT Token dugc thyc hi¢n nhu mo

cho sinh vién khi sinh vién thyc hién cac yéu  hinh sau:
Client API
@ Post api/auth/login |
Ngudi ding I & g) Kiém tra thong tin dang
dang nhap : nhép
@ Tra vé ( Token, refreshToken ) Tao chudi JWT c6 ma
i J hoa
@ Giri yéu cau v6i Token dit trong
Nguoi dung sur dung céc ° Header I .
chirc nang khi JWT Kiémtra JWT
Token hét han Thong bao JWT hét han

@ Tréa vé Token hét han

@ Post api/auth/refreshToken

L4

Lay Token truy cp m&i
(Token Refresh)

@ Tra vé
<

gui Ién RefreshToken

dm tra refreshToken

(2
~
('D)

(Token mdi, refreshToken)

Hinh 3. M6 hinh bao mat API

Xay dung cau hinh co so dir liéu MySQL va
Sequelize sau d6 dinh cAu hinh khoa xéc thuc.
C6 dugc ludng dir lidu hoat dong thong qua
dé gitip POST ding
ky va ding nhap, “user.routes.js” dé nhan tai

tép tin “Auth.routes.js”:

nguyén cong cong va duoc bao mat. Tiép theo
xay dung bd dém trung gian thong qua chuc
ning tép tin sau “verifySignUp.js” dé kiém tra
tén nguoi dung hodc email trung ldp, tép tin
“authJwtjs” ding dé xac minh ma thong bao,

kiém tra vai trd ngudi dung trong co so
dir liéu. Xay dung bo diéu khién gém tap
tin “auth.controller,js” dé xu 1y cic hanh
dong dang ky va dang nhap. Tép tin
“user.controller.js” gitp vi¢c tra lai ndi dung
cong khai va dugc bao vé. Can tao mo hinh
Sequelize bang cach xay dung 2 tép tin
la “ngudidung.model.js” va tép tin “vai
tro.model.js”. Tiép theo ta xiy dung tép tin

“server.js” dung d€ nhap, khoi tao cac médun
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va tuyén dudng can thiét, cho tiép nhan céac két
ndi. Bé dam béo tinh bao mat, s& st dung bao
mat chudi két ndi. Trude hét s& sir dung thuat
toan md hoa AES-256-CBC. Viéc tiép theo
cAn ma hoéa chudi két ndi, bd ma hoa nay sé
tién hanh ma hoa chudi két ndi voi server. Sau
khi mi hoa can bo giai ma chudi két ndi, bd
giai mi ndy s& tién hanh giai ma chudi két nbi
do vai server thong qua mdt key ma hoa (chia
khoa mé héa). Cubi cing can bao mat code
API va key mi hoa, giai ma chudi két nbi.
Tién hanh dung mot bén thir ba dé bao vé code
Api va key (ma hoa va gidi ma), luc nay s€
duogc bdo vé trén GitLab. Vay can phai xay
dung mot hé théng GitLab, sau d6 xay dung
mot tai khoan git trén hé thong GitLab d6. Khi
d6 toan bd code API dugc ddy va bao vé boi
git. Vay lic nay, key ma hoa s& duoc chuyén
thanh bién dudi dang méi truong va dugce luu,

bao v¢€ boi git.

3.3. Panh gia hiéu nang st dung API

Tién hanh chay kiém thir trén mdy Lenovo
Workstation ThinkStation P520 cdu hinh sau
day:

= CPU Intel Xeon W-2255 Processor (3.70
GHz up to 4.50 GHz).

= Ram: 32 GB DDR4-2933 MHz.

= O ctng: SSD 256 GB SSD Pcle va HDD
2TB SATA.

= _ Card man hinh: NVIDIA GeForce RTX
3080 Ti 12GB GbBR6X, K+M USD, DOS,
BT+Wifi, 3Y Onsite & KYD — 30BFSJT100.

Thir nghiém dau tién tién hanh cho 1000 luot
truy cap voi do tré ctia moi luot truy cap 1 ms.
Thoi gian duy tri gid tri va hi€u luc cua
Token: 10 h.

Source Environment Iterations Duration All tests Avg. Resp. Time
Runner none 1000 2m18s 0 37ms
Test 1000 request with 1ms delay
350 -
300 -
8 250 1
E
=
£ 200 -
[
1]
=]
& 150 A
100 1
50
T T T T T T
0 200 400 600 800 1000
delay times

Hinh 4. Két qua chay 1000 lwot truy cap chup tir postman

Két qua chay 1000 luot truy cdp mat tim hon
2m cho tit ca dir liéu dén, thoi gian trung binh
dé hoan thanh mot luot truy cip dé gui va
nhan mit 37 ms.

Thir nghiém tiép theo tién hanh cho 10000
lugt truy cap véi do tré cia moi lugt truy cap
I ms. Thoi gian duy tri gia tri va hi¢u luc cua
Token: 10 h.
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Iterations

10000

Source Environment

Runner none

Duration

23m17s 0

All tests Avg. Resp. Time

35ms

Test 10000 request with 1ms delay

2000 -

1750 H

1500 +

1250 -

1000 -

750 -

request number

500

250 -

0 2000 4000

6000 8000

10000

delay times

Hinh 5. Két qua chay 10000 lwot truy cap chup tir postman

Két qué chay 10000 lugt truy cap mét tim hon
23 m cho tat ca dir liéu dén, thoi gian trung
binh dé hoan thanh mot luot truy cap dé gui va
nhén méat 35 ms.

Iterations

20000

Source Environment

Runner none

Duration
41m 20s o}

Thir nghiém tién hanh cho 20000 luot truy
cap véi do tré cua mdi luot truy cap 1 ms.
Thoi gian duy tri gid tri va hiéu lyc cua
Token: 10 h.

All tests Avg. Resp. Time

22ms

Test 20000 request with 1ms delay

1750

request number
B B &
8 38 g 8

o

0 2500 5000 7500 10000 12500 15000 17500 20000
delay times

Hinh 6. Két qua chay 20000 Iwot truy cap chup tir postman

Két qua chay 20000 luot truy cdp mat tim
hon 41 m cho tit ca dir liéu dén, thoi gian
trung binh dé hoan thanh mot luot truy cap dé
gri va nhan mét 22 ms. Thir nghiém tién hanh
cho 50000 luot truy cap véi do tré ciia mdi
luot truy cap 1 ms. Thoi gian duy tri gia tri va

hiéu luc cua Token: 10 h.

Két qua chay 50000 luot truy cip mat tim
hon gé‘m 2 h cho tit ca dir liéu dén, thoi gian
trung binh dé hoan thanh mét luot truy cap dé

gl va nhan mat 17 ms.
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Source Environment lterations Duration All tests Avg. Resp. Time
Runner none 50000 1h 98m 0 17 ms
Test 50000 request with 1ms delay
2500 1
2000 1
g
£ 1500 1
3
c
i
3 1000
g
500 -
0+ “LMW

0 10000

20000

30000 40000 50000

delay times

Hinh 7. Két qua chay 50000 lwot truy cap chup tir postman

4. KET LUAN VA KIEN NGHI

Tir nhitng két qua thu duoc trong qua trinh
nghién ctru xdy dung API két ndi phan mém
Uneti-Online trén thiét bi di dong, hé thong da
dap tmg cho 50000 sinh vién cung lic truy
cap va trai nghi¢m. Pé c6 thé hoat dong tdt
hon, can nang cip phan cung ting bo nhé dém
cap tung dung, c6 thé giam dang ké thoi gian

phan hoi bang cach giam thiéu viéc truy xuat
va xur ly dir liéu du thua. Hién tai cé tam
20000 sinh vién, nha truong dap ung tot nhu
cau hoat dong. Ngoai ra dé tang hiéu suat tot
hon can tiép tuc nghién ctru cong nghé méi va
6 thé cai tién cac giai thuat luu trit hé thong
co so dir liéu.
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