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Hé mat ma AECC trén dwdng cong elliptic st dung thuat toan sinh chubi di¥ liéu, sau do st
dung thuat toan dé ma hoa va gidi ma. Khi str dung thuat toan sinh chudi di¥ liéu thi wu diém
la tdng thém dd phtrc tap khi tham ma. Tuy nhién, diéu nay sé& dan dén ton dung lvong va
thdi gian. Trong bai bao nay nhém nghién clru dé xuat cai tién hé mat ma nay khong can
sinh chudi di¥ liéu d& ma hoa ma chi can 14y vj tri ctia diém twong trng ky tw d& ma héa. Voi
viéc nay thi ban ma ngan gon hon khi glri bdn ma trén mang sé chiém it bang théng trén qua
trinh truyén.

Mat ma dwéng cong elliptic, bdo mat, chubi di liéu.

The AECC cryptosystem on elliptic curves uses an algorithm to generate a data series
before launches the process of encryption and decryption. The advantage of the data
sequence generation algorithm is the increase of the cryptanalysis complexity but it has
disadvantage which is the outrageous consumption of memory and processing time. In this
paper, the research team proposed a solution to improve this cryptosystem by eliminating
the generation of data series in purpose of encryption. Instead, the proposed algorithm uses
index of point corresponding character for encrypting. The result is the size of the ciphertext
is lower and the use of bandwidth for transmitting this ciphertext decreases.

Elliptic curve cryptography, Security, Data sequence.

1. GIOI THIEU

Nghién ctu vé duong cong elliptic cua cac
nha dai sd, cac nha ly thuyét sb co tir gitra thé
ky XIX. Mat ma duong cong Elliptic Curve
Cryptography (ECC) dugc phat hién vao nam
1985 boi Neil Koblitz va Victor Miller [1, 2].
Chung c6 thé duoc xem nhu cac duong cong
elliptic cua cac hé mat ma logarit roi rac.

Nhiing nim gan day, ¢ Viét Nam, duong cong
elliptic c6 vai tro quan trong, theo Thong tu s6
39/2017/TT-BTTTT, ngay 15/12/2017 cua Bo
Théng tin va Truyén théng vé viéc Ban hanh
Danh muc tiéu chuan k§y thuat ¢mg dung cong

nghé¢ thong tin trong co quan nha nudc da
khuyén nghi ap dung giai thuat ma hoa trén
duong cong Eelliptic cua Tiéu chuan vé an
toan thong tin.

Trén thé giéi ciing c6 nhiéu ung dung [3, 4, 5]
st dung dudng cong elliptic dé dam an toan
thong tin. Mat ma duong cong elliptic duoc St
dung trong Chinh pha Hoa Ky dé bao vé
théng tin lién lac noi bo. Theo nghién cuu [10,
11] chi méi ding ¢ dua ra y tuong vé duong
cong elliptic, véi nghién cau [12] nghién ctu
rat su vé ly thuyét duong cong elliptic nhung
cling chwa van dung vao dé bao mat thdng tin,
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véi nghién ctu [6] st dung thuat todn sinh
chudi sau d6 str dung ham ma héa dé ma hoa
dix liéu. Véi nghién cau [7, 8] su dung thuat
toan md hda méi duoc dé xuit va ciing st
dung ¥ tuéng tao chudi dir liéu dé ma hoa.
Nghién ciru nay da cai tién so véi nghién ctu
[8] la khong sur dung k¥ thuat sinh chudi dir
licu ma lay vi tri diém cua ky tw. Boi vi néu
sinh chudi s& tao ra khong gian dir liéu Ion
lam anh hudong bang thong trén qué trinh
truyén ban ma.

Hién nay, hé mat RSA la giai thuat khoa cong
khai duoc sir dung nhiéu, nhung hé mat dwa
trén dudng cong elliptic (ECC) cd thé thay thé
cho RSA bai muc an toan va toc do xir ly cao
hon. Uu diém cua ECC 1a hé mat ma nay su
dung khoa c6 do dai nhé hon so vdi RSA
nhung d6 bao mat la nhu nhau nhu bang 1.

Bang 1. Mat ma khéa déi xieng va khéa céng khai [9]

Symmetric-key | ECC RSA/DLP

64 bit 128 bit 700 bit

80 bit 160 bit 1024 bit

128 bit 256 bit 2048-3072 bit

2. CO' SO TOAN HOC CUA BUONG CONG
ELLIPTIC

Goi K la mét treong hitu han hoac vé han.
Mot duong cong Elliptic dugc dinh nghia trén
truong K bang cong thirc Weierstrass:

y2 + apxy + agy = X% + ax? + asX + ag, trong do
ai, ay, a3, as, 8 € K. Buong cong elliptic trén
truong K dugc ky hiéu E(K). Sé lugng céac
diém nguyén trén E ky hiéu 1a #E(K), c6 khi
chi don gian 1a #E. B4i vai ting truong khac
nhau, cng thic Weierstrass c¢é thé duoc bién
d6i va don gian hoa thanh cac dang khéac
nhau.

Puong cong elliptic trén trudng s6 thuc R 1a
tap hop cac diém (x, y) thoa mén cdng thuc:

y?=x*+ax +bmodp (1)

trong d6 a, b 1a sé nguyén modulo p, thoa
man: 4a® + 27b% = 0 dam bao rang 1a dudng
cong elliptic. Tuc 13, khong c6 diém nao do
cua dudng cong c6 hai hodc nhiéu duong tiép
tuyén khac biét. Clng véi mot diém dic biét
oo dugc goi 1a diém vo cuc. Cap gia tri (X, )
dai dién cho mot diém trén duong cong
elliptic va tao nén mit phang toa do hai chiéu
R x R. Buong cong elliptic trén R? duoc goi
la dinh nghia trén R, ky hiéu 1a E(R). Buong
cong elliptic trén R sur dung hai toan la phép
cong diém va phép nhan diém.

3. HE MAT MA AECC
3.1. Thuat toan sinh chuébi

Thuéat toan 3.1. Sinh chudi [6]

Input: Tham s& dudng cong elliptic
Output: Chudi céac bit

Budc 1:

e Tinh téng sb diém (n)
elliptic

trén dudng cong

e Xac dinh diém g 1la diém sinh ciia phuong
trinh d& cho

ra tap cac diém trén dudng cong
elliptic ti diém sinh g

e Dua

Budc 2:

e Chuyén déi tdng sb& diém (n)
s6 3

trong co

e Liy m sé& 1a sb chit s chuyén téng sb diém
sang co sb 3

Budc 3:

e I4dp ma trdn M cb6 kich thubc (n + 1) * m.
O day (n + 1) 1a sb hang, m 1la sb coét ciing
chinh 13 sé cht sb trong mét hang.

Budc 4:
e Dich chuyén theo vong hang cta ma tran &
buéc 3 theo mdt phdn tlt sang bén phai: [ai,o0

aj,1 8i,2w-8i,m1] 7 [85,0-1 @5,0 @3,1 @4,2 ww-8i,m2]
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Bubc 5:

Chudi dugc hinh thanh 1a: S: [Sy = [ag,n1 30,0
dg,1 Qg,2---30,m2ls S1 = [ai,n1 a0 ain
ai,2++-82,m2ly wr Sn = [a@nm1 @n,0 an,1
an,2. - -an,m—2J 1.

3.2. Y twéng thuat toan AECC

Thuat toan AECC dua vao phép toan trén
duong cong elliptic két hop voi hé mat ma
Affine cai tién. Thuat todn nay dya vao thuat
toan tao chudi dir liéu [6], roi st dung y tudng
mat ma Affine 1am co s& dé xay dung thuat
toan ma hoa bang cach st dung duong cong
elliptic trén truong hiru han c6 khéa ddi xung.

3.3. Thuat toan ma héa AECC [8]
Thuat toan 3.2. Ma hoa AECC

BEGIN
Input: P = {p;} 1= 1..1;
Do
Begin
Input (a, b, p);
End;

While ((4a’ + 27b%) mod p = 0)
n = Téng sb diém trén dudng cong elliptic;
g = Piém sinh trén dudng cong elliptic;
Gan n diém véi n ky tu tuong Gng, tinh tir diém
sinh g;
Gan céc ky tu ban ré véi diém trén dudng cong
elliptic;
Do
Begin
Input K(u, v);
End;
While (UCLN(u, n) # 1)
i=1;
While (i<=1) do
Begin
X4c dinh vi tri p; trong bang cd n
diém, n ky tu;
C; = [(u*P; + v) mod
Sinh chudi bit tu C;
i=1+4+1;
End;
Output: Xudt ra ban ma C;
END.

(n)la;

3.4. Thuat toan giai ma héa AECC [8]
Thuat toan 3.3. Giai ma AECC

BEGIN
Input: C = {C;} i= 1..1; Khoéa K;

a, b, p tham sb dudng cong elliptic;

Tinh n = téng sb diém trén dudng cong
elliptic;
X4c dinh g = diém sinh cua dudng cong
elliptic;
while (i<=1l) do
Begin

Xét doan gdém m chtt sé cua ban ma;

Stt dung phép dich trdi mét phan tu;

Chuyén dbi sang thap phéan;

Hién thi m& diém trén dudng cong
elliptic;

Xac dinh vi tri C; trong bang diém
trén dudng cong elliptic;

P; = [u*l

Hién thi ré diém trén dudng cong
elliptic;

(C; — v) mod (n)]lg;

Hién thi ky tu ban ré tng véi diém
trén dudng cong elliptic;
i =1+ 1;
End;
Output: Xuldt ra ban rdé P;
END.

4. CAI TIEN HE MAT MA AECC

Nhom nghién ciu dé xuat khong dwa vao
thuat toan tao chudi dit liéu nhu [6], qué trinh
tao chudi dir liéu nay thi d6 mat s& tét hon.
Tuy nhién, mat han ché 1a s& tén nhiéu thoi
gian va dung luong bo nha. Dat tén h¢ mat mé
AECC cai tién 1a AECC*.

4.1. Thuat todn ma hoa AECC cai tién

Thuat toan 4.1. Thuat toan ma héa AECC*

BEGIN
Input: P = {p;} i= 1..1;
Do
Begin
Input (a, b, p);
End;
While ((4a® + 27b%) mod p = 0)
n = Téng sb diém trén dudng cong elliptic;
g = Piém sinh trén dudng cong elliptic;
Gan n diém véi n ky tu tuong tng, tinh tu
diém sinh g;
Gan cac ky tu ban ré véi diém trén dudng
cong elliptic;

Do
Begin
Input K(u, v);
End;
While (UCLN(u, n) # 1)
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i=1;
While (i<=1) do
Begin
Xac dinh vi tri p; trong bang cbé n
diém, n ky tu;
C; = [(u*P; + v) mod (n)lqg;
Tim dugc ma& diém trén dudng cong
elliptic;
Tim dugc ma ky tu theo ma diém;
i =14+ 1;
End;
Output: Xuldt ra ban ma C;
END.

4.2. Thuat toan giai ma AECC cai tién
Thuat toan 4.2. Thuat toan giai md AECC*

BEGIN
Input: C = {C;} i= 1..1; Khoéa K;

a, b, p tham sb dudng cong elliptic;
Tinh n = téng sb diém trén dudng cong
elliptic;

Xadc dinh g = diém sinh cua dudng cong
elliptic;
while (i<=1l)do
Begin
Xac dinh vi tri C; trong bang cta diém
trén dudng cong elliptic;
P, = [u*1

Hién thi ro

(C; — v) mod (n)lg;

diém trén dudng cong

elliptic;
Hién thi ky tu ban rd tng véi diém trén
dudng cong elliptic;
i =1+ 1;
End;
Output: Xuldt ra ban ré P;
END.

5. AP DUNG THUAT TOAN AECC*
Phuong trinh dudng cong Elliptic dé xuat Ia:
y? = x%-2x + 3 mod 137 (2)

V6i phuong trinh (2) thi a = -2, b = 3, ta ¢
4x(~2)% + 27x(3)* = 211 = 0. Do vay, phuong
trinh (2) 1a phuong trinh duong cong elliptic.
Bén A giri cho bén B mot ban 15 (van ban dau
vao) 1a SECURITY. Dé dam bao bi mat trén
qué trinh truyén, bén A s& ma hoa ban rd trén
trugc khi giri trén kénh truyén. Qué trinh ma
héa dugce thé hién nhu sau:

Theo thuat toan 4.1 véi duong cong elliptic &

(2) ta c6 131 diém trén dudng cong tinh ca
diém v cuc. Ta tim duoc diém sinh q = (23,
43). Str dung phép toan cong diém, nhan diém
trén duong cong Elliptic ta dugc tap hop cac
diém tinh tir diém sinh. Tiép theo ta gan cac
Ky tu Gng voi cac diém ta duoc két qua nhu
bang 2.

Bang 2. Tap hop ky tw (bng v&i tat ca cac diém
trén dwong cong xét tir diém q

(23, 43) (63, 131) (12, 36) (39, 34)
a a a a
(2, 125) (53, 35) (111, 17) (20, 90)
a a a i
(35, 8) (117, 117) (5, 114) (92, 115)
(71, 32) (82, 59) (17, 19) (113, 8)
a i i i
(65, 19) (136, 2) (131, 115) (90, 95)
A a b c
(8,122) (1, 106) (36, 125) (134, 121)
d d e e
(126, 129) (93, 126) (84, 98) (99, 12)
é é é e
(40, 9) (78, 67) (51, 22) (55, 118)
é é é é
(135, 37) (88, 51) (48, 112) (62, 85)
é é f g
(41, 43) (73, 94) (49, 62) (101, 37)
h i i i
(43, 85) (85, 46) (13, 121) (118, 13)
i i i k
(72, 59) (76, 4) (66,30) | (121,130)
| m n 0
(15, 34) (81, 63) (132, 132) (80, 55)
0 0 6 )
(83, 103) (32, 85) (119, 57) (4, 14)
0 0 b} b
(74, 45) (38,37) (120, 78) (44, 61)
h) ) h) o
(26, 111) (69, 56) (59, 60) (127, 121)
o o & o
(116, 127) (116, 10) (127, 16) (59, 77)
0 p q r
(69, 81) (26, 26) (44, 76) (120, 59)
s t u u
(38, 100) (74,92) (4,123) (119, 80)
] i} U u
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= Chon khda ngau nhién la K = (7, 23).

= R& diém: Theo bang 2 ta c¢6 duoc cac ky tu
ban 16 twong (ng voi sé diém cho két qua &
bang 3.

Bang 3. Ky tw (rng v&i diém trén dwong cong

S E C U R I T Y

69, | (36, | (90, | (44, | (59, | (73, | (26, | (76,
81) |125)| 95) | 76) | 77) | 94) | 26) | 133)

= Ap dung ham mi hoa: Ci = [(u x P; + V)
mod (n)]q.

Xeét ky tu °S’: Ta duoc Py ctia ‘S’ 1a 69q ung
véi diém (69, 81).

Ta c0 C; = [7*69+23) mod 131]q = 113q =
113(23, 43) = (136, 135), diém nay tuong tng
vai ky tu ‘@’.

(32, 52) (83,34) (80, 82) (132,5)20 Ta xét ky tu tiép theo, ta c6 C, = [(7*23+23)

l l l l mod 131]q = 53g = 53(23, 43) = (83, 103),
(81, 74) (15, 103) (121, 7) (66, 107) didm né , G KU tr O°. T

l,r " v « ém nay tuong tng vol Ky tu ‘Q’. Tuong tu

y y § ¥ ma hoa con lai, ta duoc két qua nhu bang 4.
(85, 91) (43, 52) (101, 100) (49, 75) . o o

v v 7 0 Bang 4. Bang cac ky tw sau khi ma héa
(73, 43) (41, 94) (62, 52) (48, 25) Kytw | Ré diém Mi diém | Banma

1 2 3 4
(88, 86) (135, 100) (55, 19) (51, 115) S (69, 81) (136, 135) @

5 6 7 8 E (36,125) | (83, 103) 0
(78, 70) (40, 128) (99, 125) (84, 39) -

. S st i . C (90, 95) (55, 118) E
(93, 11) (126, 8) (134, 16) (36, 12) U (44,76) (39, 103) {

[ ] ¢ ‘ R (59, 77) (126, 8) ]

(1,31) (8, 15) (90, 42) (131, 22) -

, , | ’ | (73, 94) (84, 98) E
(136, 135) (65, 118) (113, 129) (17, 118) T (26, 26) (5, 23) +

@ i i - Y (76, 133) (41, 94) 2
(82, 78) (71, 105) (92, 22) (5, 23)

! & # ¥ Ta dugc chudi ma hoa 1a: “@OQE{]E+2”. Ban
(117_' 20) (35’*129) (20'_ 47) (111’/ 120) ma nay duoc gui trén kénh truyén cho bén B.
(53, 102) (2, 12) (39, 103) (12, 101) Giai ma:

(6; ) (23?94) O{O i Khi bén B nhan dugc ban ma va tién hanh giai
< > ma nhu sau:

Str dung tham s duong cong elliptic, diém
sinh va khéa nhu phan ma hoa. Tiép theo, sir
dung ham giai ma: P; =[u™ (Ci — v) mod (n)]q;

Xeét ky tu dau cia chudi mé hoa la ky tu ‘@,
Ky tu ndy ¢ng véi diém (136, 135) c6 vi tri 1a
113q trén duong cong elliptic da cho. Lic do
ta co:

P, = [(7"**( 113 - 23) mod 131]q =69q= 69(23,
43) = (69, 81) (tng véi ky tu <S’.

Tuong tu xét Ky ty tiép theo cua chudi ma hoa,
ky tu ndy tng voi diém (83, 103) c6 vi tri 53q
trén duong cong elliptic da cho, ta co:

P, =[(7"**(53 — 23) mod 131]q =23q= 23(23,
43) = (36, 125) tng vai ky tu ‘E’.

Tuong tu Véi cac ky tu con lai cua ban mé ta
duogc két qua giai ma nhu bang 5:
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Bang 5. Bang két qua giai ma

Banma | Ma diém Ro diém | Ky tw
@) (136, 135) | (69, 81) S
0 (83,103) | (36, 125) E
E (55, 118) (90, 95) C
{ (39, 103) (44, 76) U
1 (126, 8) (59, 77) R
E (84, 98) (73, 94) |
+ (5, 23) (26, 26) T
2 (41, 94) (76, 133) Y

Vay ta dugc ban rd ban dau 1a; SECURITY
5. CAl PAT CHUONG TRINH

Thuat toan duge cai dat trén thiét bi vai clu
hinh phan cang 1a: CPU Intel(R) Core(TM) i5,
2.5 GHZ; RAM: 4GB; HDD: 500 GB; va
phan mém véi Hé diéu hanh Windows 10, mai
trwong lap trinh Visual studio .NET-2021.
Chuong trinh thuc hién cai dat thuat todn ma
hoa va giai ma trén duong cong Elliptic dung
ngbn ngir lap trinh C# cua Visual studio .NET
-2021 véi giao dién nhu hinh 1. Chuong trinh
chay cho két qua ding dan voi thuat toan da
trinh bay o trén.

T He mat ma AECCT - o X
HE MAT MA AECC* CAI TIEN TREN DPUONG CONG ELLIPTIC

y*2=x"3 +ax+b(modp)

Tham s6 trén dudng ceng Elliptic Ban o
- - SECURITY
b= 3

P= 137

Nhap khéa
Khéau= 7 v=23 +/ Openfile| | Nhap lai
M3 digm Banma

(136, 135)(83, 103)(55, 118)(39, 103)(126, 8)
(84, 98)(5, 23)(41, 94)

@OE(JE+2

Chic ndng

M4 héa Gidi ma Chi tigt Thoat

Hinh 1. Giao dién chwong trinh

6. DANH GIA PO AN TOAN BAO MAT, PO
PHU'C TAP THUAT TOAN AECC*

Tinh an toan bao mat cuia AECC* dua trén do
phuc tap cta bai todn Logarit roi rac trén
duong cong elliptic. Hién chua thuat todn nao

c6 kha nang tinh toan vai thoi gian nhoé hon
cap lity thira. Do khdng ton tai phép chia trén
duong cong elliptic, nén véi P = nQ, khi cho
chung ta diém P va mot diém khoi dau Q,
cach dé tim ra sb n thuong 1a ther lan luot
n=1,2, ..n-1 dén khi tim duoc két qua
nQ = P. V& co ban, khdng thé tinh duoc n
trong thoi gian da thac. Vay khi cho diém
P = nQ, chlng ta c6 thé biéu dién hinh hoc dé
xéac dinh duong thing di qua Q va P, tir 46 tim
dugc diém (n-1)Q. Nhung nhu thé ching ta
méi chi biét duoc toa do cua (n-1)Q, con n bang
bao nhiéu thi ching ta van khdng biét, va phai
dé quy qua trinh nay nhiéu 1an méi xac dinh
dugc gia tri n. V& co ban van 1a lién tuc the
nhiéu lan.

Dua vao thuat toan 4.1 va thuat toan 4.2 ta co

d6 phuc tap tinh toan cua thuat toan cai tién
AECC* la O(n*logn).

Bang 6. Danh gia thuat toan cac hé mat ma
dwong cong elliptic

Thuat Dung Thoi | Kich thuéc
toan lwong bd gian ma nguon
ECC nhé (ram) | (giay)

CECC | 30.47 MB 21 36.50 Byte

AECC 51.35 MB 22 35.98 Byte

AECC* | 27.89 MB 20 34.40 Byte
ECC[6] | 31.42MB 35 34.58 Byte
ECC [13]| 52.65 MB 60 106.94 Byte

Trong bang 6 da so sanh cac thuat toan mat
ma duong cong elliptic voi cdc hé mat ma
khac. Mat ma AECC* cho két qua chay téi uu
nhat so vé&i cac thuat toan trén.

7. KET LUAN

Vai hé mat ma AECC* trén duong cong
Elliptic ma nhoém nghién ctru dé xuat cai tién
dwa trén hé mat ma AECC. Su cai tién nay
khong st dung thuat toan sinh chudi ma thong
qua vi tri diém trén duong cong elliptic. Viéc
cai tién nay gip cho ban ma ngin hon sé tiét
kiém dung lIuong va thoi gian. Tinh bao mat
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caa hé¢ mat md AECC* phu thudc vao do khd
cua viéc tim gia tri cua khda k ma khoa k phu
thuoc vao cap gid tri la u va v, vai kq trong do
k 1a mot sé 16n ngau nhién va g 1a mot diém
sinh ngau nhién trén duong cong elliptic. Cac
tham sé dudng cong elliptic cho cac so do ma
hoa nén duoc lya chon can than dé chéng lai
tat ca cac cudc tan cong da biét cua bai toan
logarit roi rac duong cong elliptic (ECDLP).

Do d6, phuong phap ma hoa dugce dé& xuat cai
tién ¢ day cung cip bao mat day dua chdng lai
viéc pha ma, chi phi tinh toan twong ddi thap.
Ngoai ra, n6 la anh xa ky tue dang 1 > 1 gita
ban rd va ban ma khi gui ban ma trén duong
truyén s& khong tén bing thong so voi cac
thuat toan trudgc. Thuat todan dugc cai dat va
thir nghiém trén ngén ngit 1ap trinh C# cho két
qua ding din theo thuat toan dé xuat.

(1]
(2]

(3]

(4]

(5]

(6]

(7]

(8]

9]
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