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Nghién cru danh gia hiéu nang bao mat I&p vat ly ctia hé théng truyén théng phi méat dat
(Non Terrestrial Network - NTN) trong diéu kién thoi tiét mwa dac trung tai ba mién Béc -
Trung - Nam ctia Viét Nam. M6 hinh xem xét lién két RF tir ha tang trén cao (High Altitude
Platform - HAP) dén UAV va thiét bj nghe 1én (Eve), trong d6 suy hao mwa dwoc mo ta
bang cac tham sb k va a theo khuyén nghi ITU-R, st dung d¥ liéu lwgng mwa trung binh
clia cac ndm. Nghién ciru ap dung k¥ thuat tao nhiéu nhan tao (Artificial Noise- AN) nham
giam thiéu nguy co nghe 1én, ddng thdi danh gia dung lwong bdo mat cia hé théng. Két
qua mé phdéng cho thdy mwa lam suy gidm manh hiéu nang bao mat, dac biét & mién
Trung trong mua bao va mién Nam trong mua muwa kéo dai. Viéc st dung AN gitp duy tri
dung lwvong bdo mat dwong ngay ca trong diéu kién thdi tiét bat loi. Nghién clru nay
khang dinh tinh can thiét cta viéc tich hop md hinh suy hao mwa thuwc té vao thiét ké va
cai thién bdo mat cla hé théng NTN, gép phan nang cao d6 tin cay va an toan trong cac
&ng dung truyén thdng khong day hién dai.

Bao mat I&p vat ly (PLS), mang truyén théng phi mé&t dat (NTN), tao nhiéu nhan tao (AN).

The research assesses the physical layer security performance of a non-terrestrial
communication system (NTN) under typical wet weather conditions in three regions of
Vietnam: north, central, and south. The model considers the RF link from high altitude
platform (HAP) to the UAV and the eavesdropping device (Eve), in which the rain
attenuation is characterized by the parameters k and « in accordance with the ITU-R
guideline, using the years' average rainfall data. The research uses artificial noise (AN)
techniques to reduce the risk of eavesdropping and assess the system's security
capabilities. According to simulation data, rain greatly decreases security performance,
particularly in the Central region during the storm season and in the South during the
lengthy rainy season. The application of AN contributes to a positive security capacity even
in poor weather circumstances. This work supports the importance of incorporating a
realistic rain attenuation model into the design and security optimization of the NTN
system, which will help to improve the dependability and safety of current wireless
communication systems.

Physical Layer Security (PLS), Non Terrestrial Network (NTN), Artificial Noise (AN).

1. GIO1 THIEU nghién ctu quan trong nham hién thuc hoa
Sy phét trién manh mé cia mang truyén thong ~ muc tiéu két ndi moi noi cua mang 6G. NTN
phi mat ¢at (NTN) 1a mot trong nhimg huéng ~ bao gom: cac vé tinh (LEO - quy dao trai dat
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thép); HAP mot cong nghé dugc coi la hé
théng “giad” v¢ tinh c6 do bén cao, hoat dong
& tang binh luu véi d6 cao tir 17-20 km trong
khoang 32 gid, pham vi phu séng véi ban
kinh hon 100 km, chit luong tin hiéu tot, do
tin cdy, thong lugng cao, chi phi thap va do tré
nho [1] hodc UAV dé cung cap ving phu song
rong, ho tro trién khai nhanh & nhting khu vyc
vung sau vung xa hoac bi anh hudng baoi thién
tai. Tuy nhién, mang NTN ddi mat véi nhiéu
thach thuc, dac biét 1a nguy co bi nghe 1én do
dic tinh truyén song trong khong gian mo va
cu ly lién két dai. Ngoai ra, diéu kién thoi tiét
bat loi, chang han nhu mua 16n, gy suy hao
dang ké ¢ cac bang tan cao (lién két RF -
Radio Frequency - tin sd v tuyén), nhiéu
loan khi quyén (lién két FSO - Free Space
Optical - truyén thong quang qua khong gian
tu do), anh hudng truc tiép dén chat lugng tin
hi€u va hiéu nang bao mat. Cac phuong phap
mi héa truyén thong ¢ tang cao (Network
hodc Application) khong con du manh trudc
cac hinh thtrc nghe 1én thu dong tinh vi, doi
hoi phai co nhimg giai phap bd sung & tang
vat ly.

Mot giai phap ndi bat 1a bao mat 16p vat 1y
(PLS), khai thac tinh ngiu nhién cua kénh
truyén dé dam bao an toan thong tin. Trong sd
cac ky thuat PLS, nhiéu nhan tao (AN) di
chimg minh kha ndng nang cao bdo mat hi¢u
qua, tin hiéu nhiéu dugc phét trong khong
gian rong ctia kénh hop phap, khong anh
hudng dén ngudi nhan hop phap nhung lam
suy giam dang ké SNR cua ké nghe 1én (Eve).
Bang cach tdi wu phan b cong suét gitta tin
hiéu thong tin va AN, hé théng c6 thé ning
cao dung lugng bao mat (Cs) va giam xac suat
dimg bao mat (SOP) ma khong can phu thudc
hoan toan vao ma hoa tang cao.

Céc nghién ctru [2]-[4] déu xem xét hé thong

FSO/RF hai ching vé tinh-HAP-UAV c6 thiét
bi nghe 1én trén khong va st dung nhiéu nhan
tao dé ting bao mat. Céc tac gia trién khai AN
tai HAP, xay dung biéu thirc gén dang cho xac
suit dimg bao mat va kiém chirng bing mo
phong Monte Carlo. Két qua cho thdy AN lam
giam dang ké nguy co nghe 1én, hiéu ning bao
mét phu thudc vao phan bd cong suit giira tin
hi€u va AN, ciing nhu sai 1éch dinh huéng va
vi tri cua thiét bi nghe 1én.

Mic du cac nghién cuu dat dugc nhiéu két
qua kha quan, tuy nhién phan 16n cac nghién
clru nay chu yéu xem xét cac diéu kién kénh
1y twong ma chua xét dén anh hudng cia cac
yéu t6 thoi tiét nhu mua, may, do am, suong
mu... nhimg yéu td rat quan trong khi trién
khai thyc té trong khong gian ngoai trdi, anh
huong dang ké dén suy hao dudng truyén, lam
thay d6i can bang giita kénh hop phap va kénh
nghe 1én. Puoc thic ddy béi nhimng 1y do trén,
nghién ctru dé xuit mo hinh va danh gia dung
lugng bao mat trong truyén thong phi mat dat
v6i cac dong gép nhu sau:

» P& xuit mot kich ban nghe 1én mdi cho
mang phi mit dt trong vin dé tin cong bao
mat thu dong, cu thé 1a ké nghe 1én dang nghe
1én truyén thong gitra HAP va UAV.

= Nghién ctru tac dong cua thoi tiét dén bao
mat cua hé théng, cu thé xem xét anh hudng
cua mua tdi su suy giam tin hi¢u RF.

= Két hop md hinh héa suy hao mua véi k§
thuat AN dé danh gia hiéu ning bao mat cua
hé thong trong dicu kién moi truong thuc té
c6 xét dén cac yéu t6 mwa ¢ 3 mién Bic,
Trung, Nam tai Vi¢t Nam.

2. MO HINH HE THONG

Xem xét mot hé thong truyén théng phi mait
dat hdn hgp FSO/RF duoc trinh bay trong
Hinh 1, trong m6 hinh hé théng gém ba nut
chinh:
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= Ngudn phat (S): La vé tinh quy dao thip
(LEO) phat tin hiéu qua lién két FSO, ¢ do
cao khoang 500-700 km so voi mit dat.

= Nut chuyén tiép (H): La ha tang trén cao
(HAP) bay ¢ tang binh luu (17-22 km), thu tin
hiéu FSO va phat lai tin hiéu bang RF dén
UAV. HAP duoc trang bi nhiu anten phat,
ddng thoi tao nhiéu nhan tao dé nang cao bao
mat.

= Nut dich (U): La UAV bay ¢ do cao thap
(~1-2 km), dugc trang bi 1 anten thu va la
thiét bi nhan hop phap trong hé thong.

D6 cao
S
VBB |- cnsosminsssamsscsss A
(600km)

(20km)

UAV
(1-2km)

Hinh 1. Hé théng truyén thong phi mét dat hén hop
FSO/RF

Hé théng dugc xem xét trong diéu kién co su
hién dién cua ké nghe 1én (Eve), dugc trang bi
mot anten thu va dat tai vi tri bt ky trong
vung phu séng. Gia dinh ring Eve nam gitra H
va U tai lién két RF, thuc hién kiéu tin cong
nghe 1én thu dong, tirc 1a Eve khong phat song
tin hi¢u can thi€p ma chi bi mat thu thap tin
hiéu truyén tir H dén U dé khai thac thong tin.

2.1. Truyén thong tir vé tinh - HAP

Vé tinh truyén dit liéu dén HAP thong qua
lién két FSO, vé co ban & tang nay khong co
may va cac dié‘:u kién bt thuong nén chi xét
su suy giam tang binh Iuu (h,) va 15i léch

huéng (h).

Suy hao tang binh lwu: md ta boi dinh luat
Beer:

h, =", (1)

Trong d6: y - hé sb suy giam do sol khi tang
binh lIuu; D, - khoang cach truyén tir vé tinh
dén HAP.

Léi léch hudng: Toén hao hinh hoc do sy trai
rong chum tia tai phia thu két hop voi anh
huong cua 1éch hudng dugc xéac dinh:

h,(r;Dgy) = A exp(v_v%r2 ] (2)

D.eq
> Jrerf (v)
Ded — "D 5 avnl_2)
2v.exp(-v°)
chum tia twong duong tai HAP; A, =[erf (V)]
r=20;

Voi: la chiéu rong

la phan cong suit thu duoc tai

V= Jra,
Jzw,

;a4 1a ban kinh cua khau d¢ tai

1/2

2

D.. .
LA} la 36 rong
ﬂ-WO,S

HAP; wp =Wy 1+(

bip song quang tai khoang cach Dgy;
Wys =A/26,1a eo chum tia tir vé tinh; 6, la
gdc phan ky chum tia.

Theo [7] tin hiéu nhan dugc tai HAP la:

Ysu ZG\/EShSHXS +Ny, (3)

Trong do: hy, =h,h la suy gidm ¢ lién két
FSO; 0<¢<1 l1a hé sé chuyén d6i quang -
dién; Pla cong suit phat cua S, X 1a tin hiéu
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dugc truyén di, n,la nhidu Gaussian tring
cong (AWGN) véi mat do phé cong suét
nhiéu N,. Do do, ty s6 tin higu trén nhiu tirc
thoi (SNR) tire thoi tai HAP dugc xac dinh:

2
PS ISH _ | 2 (4)

=7 “ulsw

u N,

Trong do: 7_/H :% la SNR trung binh tai H

0

véi E[ 15, ]=1.
2.2. Truyén théng tir HAP - UAV

Dbi vai lién két RF, xét suy hao duong truyén
bi anh huong boi:

Anh huong ciia mdy: Van can dugc xem xét
trong thiét ké lién két vé tinh, ddc biét voi cac
tan s trén 15 GHz, noi d6 suy hao c6 thé dat
dén khoang 4 dB va tiép tuc ting khi tan sd
tang. Theo ITU-P840 [9], md hinh suy giam
dam may dya trén tdn xa Rayleigh phu hgp
véi tan sd 1én dén 200 GHz va duoc biéu thi

nhu sau:

Lo =den, (5)
Trong do6: L. - suy hao do may voi do day
cua may lad_; o, =K M- suy hao riéng
trong may (dB/km); K. ((dB/km)/(g/m®)-
h¢ s6 suy hao riéng; M.(g/m®)- ham lugng

nudce long trong may [6].

Anh huong ciia mira: Mua 1a mot trong nhimng
yéu to gay suy hao 16n nhit dbi véi tin hidu vo
tuyén, dic biét dbi vai cac hé théng thong tin
v¢ tinh hoat dong & tan sb cao (trén 10 GHz).
Hién tugong nay khong chi lam suy giam
cuong do tin hiéu ma con gay bién dang phan
cuc, dao dong nhanh bién dg, gidm do rong
bang thong két hop va suy giam hé sé khuéch
dai anten. Do d6, viéc danh gia suy hao do
mua 13 yéu cdu quan trong trong thiét ké lién

két vé tinh - mat dat, ddc biét & cic ving nhiét
ddi va can nhiét doi noi mua cé cuong do cao
va tin suat 16n. Suy hao do mwa xuét hién khi
song dién tir truyén qua ving mua bi hip thu
va tan xa boi cac giot nude. B suy hao y,
(dB/km) tir luong mua R (mm/h) duoc thé
hién qua nhu sau:

7z =kR?, (6)

Gi4 tri cta cac hé s6 k,a duoc xac dinh theo
ham cua tan sé f (GHz) trong pham vi tir 1

dén 1000 Ghz tir cac phuong trinh sau:

2
4 | f —b.
logk, Z[aj exp[%} J+ m log,, f +c,,
i i
(7)

2
5 I f —b,
a=Y|aexp| - Do 17
= C; ®)

] J

+m,log, f +c,,

Trong d6: f: tan s6 (GHz); k:k,, hodc k,
(hé s6 suy hao ddi v6i phan cuc ngang hoic
doc); ¢, hodc o, (goéc pha tmg véi phan

cuc ngang hoac doc) [5].

k=[ ky +k, +(k, —k,)cos’ Ocos2z [/2 (9)

a=K,a, +k o, +(kya, —k o, )x 10)
x c0s” @cos27) / 2K,

Trong d6: @: Goéc nang clia duong truyén;

Goc nghiéng cua phan cyc so véi phuong

ngang (d6i v6i phan cyc tron 7 = 45°%).

Trong nghién ctru nay, xét tan sd tai 26 GHz,
theo bang 5 cua [5], thi:

k, =0.1724;,, =0.9884

k, =0.1669; ¢, =0.9421

Hé sb kénh cua lién két RF co6 thé duge biéu
dién duéi dang h.. =g,h , h 1a hé s6 fading

rro
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kénh,g, 1a suy hao duong truyén, dugc xac

dinh nhu sau [6]:

4rl,y,
gr[dB]:Gt+G,—20Iog( Py J— (an

F
- (aoxy + arain)'LHU - LC '

H HAP — HUAv

=—r A d =d, /cos ,
HU COS(fHU) c Z §HU

Trong d6: G,,G,lan lugt 1a hé sé tang ich
anten phat, thu; &, 1a goc zenith gitta HAP
va UAV; L, 1a khoang cach gitta HAP va
UAV; A, la budc song cua kénh RF; «,

i, 1a hé sO suy giam do tdn xa cua oxi va

oxy ?

mua.

2.3. Ky thuat tao nhiéu nhan tao

Xét mot hé théng nghe 1én MISO, tai HAP
(Alice) c6 N,anten, UAV (Bob) va ké nghe
lén (Eve) c6 1 anten; Kénh chinh va kénh

nghe 1én c6 vector v&i gia tri phirc lan luot
h (1xN,), g (IxN,); Alice thiét ké ma tran

chum tia V =[V, V,], V, d truyén S, (tin
hiéu thong tin), V,, dé truyén S, (tin hiéu
AN). Cong suat dugc phian bd cho S, 1a
0',2 =¢g.P, 0<¢<1, cong suat phat cia AN
cho cac phan tir S, la:

62 — (1_¢)PH

12
N (12)

Alice thyc hién phan tich gia tri riéng cua
F=h"h;h™1a ma tran chuyén vi Hermitian
cua h. Alice chon V, lam vector riéng chinh
tuong ng voi gia tri riéng 16n nhat cia F v,

A , 2 \ \
dugc chuan hoa”\/, || =1) va chon V, 1la
(N, —1) vector riéng con lai cta F sao cho V
nam trong khong gian réng cia h™, tic 1a
hVy=0. Do d6, (N,-1)vector tin hiéu

truyén tai Alice 1a:

S
x=[V, VN]{S' }:v,s, +V, Sy, (13)
N
Tin hiéu nhan tai UAV la:
y=hx+ng; =hV,S, +ng, (14)

n,: Nhiéu Gaussian tring cong tai UAV thoa

man: E[an: } =0}

SNR tai UAV I [8]: 75 =dys|h|’; (15
o ..~ _PRg,

SNR trung binh tai UAV la: y; =— (16)
B

oZ[dBm]=B+N,+N,, (17)

B la bang thong RF (dBMHz); N,la mat d¢

phé cong sudt nhiu (thuong cé gia tri
-174 dBm/MHz); N:1a h¢ s6 nhiéu may thu.
Tin hiéu nhan tai Eve la:
Z=0gx+ng =9V,S, + gV Sy +ng, (18)

N : Nhiéu Gaussian trang cong tai Eve thoa

man: E[nEnEH ] = O'é .

2
SNR tai Eve: yg = 7R, oV ”2 ,
L-@)Py [aVu | o2
(N,-1) £ (19

3. PHAN TiCH BAO MAT HE THONG

Trong bao mat 16p vat 1y, dung luong bado mat
(C;) 1a mot chi s quan trong dung dé do
luong kha nang bao vé thong tin khoi ké nghe
1én. Mot hé théng duogc bao mat néu C, >0,
tuy nhién trong thuc té do anh huong cua
fading ngau nhién, diéu kién C, >0 khong
phai luc nao cling dugc dam bao. Dung lugng
bdo mat dugc dinh nghia 1a mic dung luong
thong tin tdi da ma ngudn phat (Alice) co thé
truyén dén nguoi nhan hop phap (Bob) ma
khong bi 10 i dén ké nghe 1én (Eve). Tur goc
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nhin 1y thuyét thong tin, C,dugc xac dinh

dua trén sy khac biét gitra dung luong cua
kénh chinh (C;) va kénh nghe 1én (C) la:

C, =[Cs-C.] (20)
Trong do:
Cg =log,(1+5) 21)
Ce =log,(1+y¢) (22)
Do do:
c. :{|092(1+7B)—|092(1+7E), 7o >7e

0 nguoc lai

(23)

Bang 1: Danh myc cac tham s6 trong hé théng

4. KET QUA VA THAO LUAN

Trong phan nay, phan tich cac két qua mod
phong thu duoc nham danh gia hiéu qua cua
AN du6i anh huong cua thoi tiét trong viéc
cai thién dung luong bao mat cia hé théng
truyén thong phi mat dét.

Hiph 2 so sanh dung lugng bao mat theo cong
suat phat (B, =10-+30dBm) tai HAP gitra
hai truong hop khong va cé st dung AN véi
£, =060, &, =80°, $=0.7, N, =4. Khi
khéng c6 AN, Eve thu tin hiéu RF gan tuong
tu Bob nén dung luong bao mat gan bang 0.
Khi dung AN, HAP phat nhiéu vao khong
gian rong cua kénh hop phap, khién Bob
khong bi anh hudng nhung SNR cua Eve

Tham s6 Ky hi¢u | Gia tr giam manh. Két qua cho thdy khi ting cong
Bugc song cua lién két | 4 | 1,55um sudt phat, dung luong bao mat nhanh chéng
S0 duong va AN chiém uwu thé rd rét, giup
Tén s cua lién két RF fer 26.10°m chuyén hé thong tir trang thai khéng an toan
N . ~ sang an toan.
b6 cao vé tinh so véi H, 610 km
mit dat 038
-
b6 cao cua HAP so véi H.. 20 km 37 ANy = 60% € = 80° ]
mat dét E 025 NoAN; ¢, = 60% ¢ . = 80°
Do cao cua UAV so véi Ha 1 km %’ 0.2
mat dat $ o1t
Goc phan ky chum tia 0, 3.10°rad § 0.1
Ban kinh cta khau d6 tai a, 102m g 06s
HAP 04+
He so tang ich anten G, 30dB O 2w 6 18 2 2 24 % 2
phat, thu Cong sult phat tai HAP, P, (dBm)
Hé s tang ich anten thu G, 30 dB Hinh 2. Dung Iwgng bao mat ctia hé théng khi cé
- va khéng cé nhiéu nhan tao
Cong suat tai v¢ tinh 20 dBm ) ) , )
° Nhin tong thé tir hinh 3 dén hinh 5 véi tham
Goc zenith giita HAP - | & 60° s6: P, =30dBm, N,=6, &, =60°,
UAV & =80°, ¢=0.7 cho thay xu huéng chung la
Goc zenith gitta HAP - | £ 80° Cs bién thién manh theo thang va theo dic thu
Eve khi hau timg mién. O ca ba mién, Cg dat gia
50 TAP CHi KHOA HOC & CONG NGHE . SO 53 - 2026
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tri cao vao cac thang kho, gidm rd rét trong
cac thang mua 16n khi lugng mua cao lam h¢
s6 suy hao mua ting nhanh, kéo SNR giam va
day Cs vé gan 0. Tuy nhién, viéc sit dung AN
gitip giam dang ké kha ning nghe 1én, duy tri
Cs> 0 trong nhiéu thang ngay ca khi mua 16n.
So sanh giita cic mién, mién Trung chiu tac
dong cuc doan nhat véi bién do bién thién 1on
va day Cs sau vao mua bao; mién Nam co
mua mua kéo dai khién Cs giam lién tuc nhiéu
thang; mién Béic gidm manh vao mua hé
nhung phuc héi nhanh vao mua kho.
350

: T T
[ | vong mua tirng thang

Dung luvgng bao mat
300 F

0.4015

0.401

's/Hz)

250 |
0.4005

{04

Lugng mua (mm/h)

0.3995

Dung lrgng bao mat (b/.

0.399

A g @ P @ @ @ @ (WO P

thang

Hinh 3. Dung lwong bao mat caa hé théng
(rng vé&i lwong muwa cua tirng thang & mién Bac

700

).4015

T T T T T T
- Lugng mua ting thang
Dung lvgng bao mat

Lugng mua (mm/h)
Duna lvong bao mat (b/s/Hz)

A @ P b ® e P O O

thang

Hinh 4. Dung lwong bao mat ctia hé théng
rng vé&i lwong muwa ciia tirng thang & mién Trung

350

0.4025

T T T T T T
| ] Lugng mua tirng thang
Dung lwgng bado mét

0.402

300

0.4015
250

0.401

[\

=3

o
T

0.4005

i

o

o
T

Lueng mua {(mm/h)
=]
=

—

=]

[=]
T

0.3995

Dung lugng bao mat (b/s/Hz)

o
=]

0.399

0 0.3985

gl e gD gl e @ O A T
thang

Hinh 5. Dung lwong bao mat ctia hé théng
rng vé&i lwong muwa cua tivng thang & mién Nam

Két qua nay khang dinh AN déng vai trd quan
trong trong viéc bdo mat lich truyén tai phu
hop theo muia mua, ti wu phan bd cong suit.

4. KET LUAN

Bai bao da nghién ctru hi¢u ndng bao mat 16p
vét 1y ctia hé thong truyén thong phi mat dat
dudi tac dong ciia mua, trong d6 lién két RF
tir HAP dén UAV dugc phan tich chi tiét theo
dic thu khi hau ba mién Bic - Trung - Nam
cua Viét Nam. Mo hinh suy hao mua dugc két
hop AN cho phép danh gid dung luong bao
mat theo timg thang, phan anh chinh xac bién
dong theo mua. Phan tich ciing chi ra ring anh
hudng ctia mua khac nhau theo ving mién, tir
d6 1a cin ctr dé xuat cac giai phap nhu toi vu
phan bd cong suat AN theo thang, lap lich
truyén uvu tién mua kho, hodc diéu chinh céu
hinh lién két RF dé giam chiéu dai duong mua
trong céc thang xau. Nghién ctru khing dinh
tam quan trong cta viéc tich hop AN va mo
hinh hoa mua thyc té vao thiét ké hé thong
NTN hén hop FSO/RF, gop phan xdy dung
cac giai phap truyén théng khong day an toan
va thich tmg véi diéu kién khi hau Viét Nam.
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